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Breaches and Cyber Complaints
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Based on complaints submitted to the Internet Crime Complaint Center.

* Source: Identity Theft Resource Center, 2019 End of Year Data Breach Report.



https://www.idtheftcenter.org/2019-data-breaches/?utm_source=web&utm_medium=sitewidenotice&utm_campaign=01282020_2019DataBreachReport
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Dear Postal Customers:
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Mail Theft, Why Steal Mail?




Identity Theft Suspect Identity Theft Suspect
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Don’t carry your Social Security card or any documents that include your Social Security number (SSN) or Individual
Taxpayer Identification Number (ITIN).

Don’t give a business your SSN or ITIN just because they ask.
Protect your financial information.

Check your credit report every 12 months.

Secure personal information in your home.

Protect your personal computers by using firewalls and anti-spam/virus software, updating security patches and
changing passwords for Internet accounts.

Don’t give personal information over the phone, through the mail or on the Internet unless you have initiated the
contact or you are sure you know who you are dealing with.

Shred, Shred, Shred!




www.Equifax.com or 1.800.525.6285

Have | been a www.Experian.com or 1.888.397.3742

Victim of
ldentity Theft?

www.lransUnion.com or 1.800.680.7289

“Fraud Alert” or “Security Freeze”



http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/
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FAKE CHECK SCAMS

- MAYBE: S
You win a prize and You sold an item You get paid as a
are told to send online and the “secret shopper” and are
back taxes and fees. buyer overpays. told to wire back money.

IN ALL CASES:

You get a check. They ask you to
send back money.

THAT’S A SCAM.

Source: Federal Trade Commission | FTC.gov



Tech Support
Scams
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https://youtu.be/THYmUx3ofJk

Tech Support

Scams

* Security Waming

During & routine scan, We've found a possible virus, we cannot automatically remove. Please call the number listed below to get step by step
quidance to secure your computer.

Call Now: The Following Information Is At Risk:

+1-855-270-1376

- Facebook chat history
- Login Information

We will guide you through the process to secure your computer step by

step. In the meantie we strongly advise you not to use your computer

for any senstive processes like logging in or shopping online.

- Webcam Images

- Skype Chat Information
- E-mail Login Information
- Bank Login Details

&

A WARNING!

YOUR COMPUTER MAY BE INFECTED:

System Detected (2) Potentially Malicious Viruses: Ro Sirefef Spy and Trojan.FakeAV-
Your Personal & a n MAY NOT BE SAFE.

To Remove Viruses, Call Tech Support Online Now:

1(866) 627-4049

(High Call Ling;

442014  Friorty: Urgent

! Ermor  Please

Updating takes under a minute No restartis required | Update

treeforyou.com

COMPUTER VIRUS WARNING!
Identity Theft and Hacking Possibilties.

Contact emergency virus support now.

1(800) 808-7753

The system have found (96) viruses that pose a serious threat:
L] ] — ‘ : s

Trojan.FakeAV-Download

o hitp://treeforyou.com

b4 Spyware.BANKER.ID Apple Detected Security Error, Due to Suspicious E
& Trojan.FakeAV-Dewnload Activity. Please Contact Apple Certified Live ve
r - Technicians For Help 1(800) 808-7753 .

E 3 Trojan.FakeAV-Download ve
3 Trojan.FakeAv-Download ve
& Troian.FakeAv-Download ve

& Your personal and financial information might be at risk call 1{800) 808-7753 for security check.

Do not try to remove the virus mannually, contact with toll-free no. 1{800) 808-7753

SToa

p-e

vikingwebscanner.com & NeverSee these popups 2g

Q Are you tired of these popups yet?

These popups are NOT caused by the websites you are visitingl They are caused by a piece of
adware that is installed on your pc

Click here to download AdwCleaner!

This is an easy, free 30 second process. Your System will be scanned immideatly, and a solution for
these pops will be provided Never see ads like this one again!

What does this message mean?
When you see this message, it means that your pc has adware installed, its what pops these
advertisements

We advise you NOT to use your PC for anything that may transmit sensitive data, eg Logging in,
using your creditcard, do online banking or shopping

Data that might be at risk facebook login details, online bank accounts, passwords, creditcard
data, skype login, your pictures and videos, your browsing history.

247 & @
UNMATCHED SERVICE AND SUPPORT. ¢ L




Scam or Real?

Subject: Re: Update Subscription
Payment - We've cancelled your
Membership effective August 03, 2020
Order Confirmed receipt ID: 65846300

Update current billing information

Unfortunately, we cannot authorize your payment
for the next billing cycle of your subscription, Netflix
was unable to receive a payment because the

financial institution rejected the monthly charge.

To resolve the issue, Please update your payment
information by pressing the button below

Try Again Payment

We are ready to help. Visit the Help Center For more
information or contact us.

NC_ DX

important notice

FedEx notification robot (info45635@2FedEx.com) Add contact
To: ije l.com;
Ccij

Document.z

ip

Fedtx

Dear customer.

The parcel was sent your home address.
And it will arrive within 7 business day.

More information and the tracking number
are attached in document below.

Thank you.

© FedEx 1995-2011

.com;

Image B:  www.clorox-sale.com Home Page

Help Prevent the Spread of
Coronavirus Free Shiping
over $50

3 Days Flash sale

amazon Refund Notification

Due to a sytem error you were double charged for your last order, A refund
process was initiated but could not be completed due to errors in your billing
information

REF CODE:2550CGE

You are required to provide us a valid billing address

Click Here to Update Your Address

After your information has been validated you should get your refund within 3
business days

We hope to see you again soon.
Amazon.com
Email ID:




Grandkid Scam

Hi Grandpa its your grandson....

| need your help

| need money for bail, medicine, parking ticket...
* I’'m embarrassed so please don’t tell anyone..

Please use wire transfer or prepaid gift cards...




Virtual

Kidhapping

s
e

Stay Calm.

Avoid sharing information about you or your family during the
call.

Request to speak to the victim directly. Ask, “How do | know my
loved one is okay?”

Request the kidnapped victim call back from his/her cell phone

Listen carefully to the voice of the kidnapped victim if they speak
and ask questions only they would know.

If they don’t let you speak to the victim, ask them to describe
the victim or describe the vehicle they drive, if applicable.

While staying on the line with alleged kidnappers, try to call the
alleged kidnap victim from another phone.

Attempt to text or contact the victim via social media.

~Attempt to physically locate the victim.

To buy time, repeat the caller’s request and tell them you are
writing down the demand, or tell the caller you need time to get
things moving.

Don’t directly challenge or argue with the caller. Keep your voice
low and steady.




Door to Door High Pressure
Solicitations Sales

Scare Tactics

lllegally Large
Down
Payments

Verbal Demand for
Agreements Cash

www.cslb.ca.gov



http://www.cslb.ca.gov/

Most
Common
Scams...

Police Department asking for bail money (phone)
IRS for owed taxes (phone)

Local utility company demanding payment
(email/phone)

Social Security Administration attempting to
confirm information (phone/email)

Bitcoin sellers (online)
Online Rental of homes

Opening of accounts in victim name




Cyber Crime
Mitigation

* Use Multi-factor authentication

* Use Strong Passwords-Change Passwords

* Do Not Click on pop-ups or any emails and links that appear suspicious
* Use Anti-Virus software and allow for automatic updates

* Allow Software Patches to run automatic

*  Minimize Open WiFi Activity

* Only Download from trusted sites

* Set up Alerts for financial accounts

* Do not share Private Information online or over the phone unless
certain of person receiving

* Research, Research, Research!







Personal Safety

* Vigilant and Aware of Surroundings
* Avoid talking on phone and walking

* Ensure you can hear if using earphones while
walking/jogging

* Walk with a friend

* Make eye contact with others while walking
* Carry purse/bag securely on arms

e Be aware of cellphone location at all times

e Parkin well lite areas

* Call 9-1-1 to report suspicious people/cars




Sheriff’s Office West Valley Substation

408.299.2311
(non-emergency)

408.868.6600
(Admin. Offices)

Text 9-1-1

1601 S. De Anza Boulevard Suite 148
Cupertino, CA 95014

Tips: wvptips@shf.sccgov.org



mailto:wvptips@shf.sccgov.org

